Sourcing Language Models and Text Information for Inferring
Cyber Threat, Vulnerability and Mitigation Relationships
Erik Hemberg

Ashwin Srinivasan

MIT CSAIL
Cambridge, USA
hembergerik@csail.mit.edu

MIT CSAIL
Cambridge, USA
ashwins@alumn.mit.edu

Nick Rutar

Una-May O’Reilly

Peraton Labs
Basking Ridge, USA
nrutar@peratonlabs.com

MIT CSAIL
Cambridge, USA
unamay@csail.mit.edu

ABSTRACT

1

We inquire into what cyber threat, vulnerability and mitigation
text sources best support inference of relational links between
entries in the text sources. Our goal is to use the free-form text that
conventionally has to be read by cyberhunters and analysts, to infer
plausible undetected relationships between threat and defensive
information. To represent the meaning of the free-text in our data
sources, we use natural language processing techniques to derive
text embeddings. We feed the text embeddings to a classifier that
predicts the presence/absence of a relational link. We find that it
is advantageous to use information that is neither too narrowly
or broadly associated with the relational link. Also in this paper,
we evaluate language embedding models ranging from simple to
sophisticated. For our text, there is no dominant model in terms of
value to the overall performance.

Cyberhunters and analysts typically scan descriptions of threat
behavior, vulnerabilities, and defensive measures to assess and improve their security posture. They can follow a network of links
between related entries in different sources in order to find the
threats in one source that exploit vulnerabilities within another
source, or the mitigations in yet another source that fix the vulnerabilities, etc [14].
For example, Log4j is a popular library for logging events in
Java applications. In late December, 2021 a Log4Shell vulnerability was discovered. To learn about the vulnerability, one can read
its entry in the CVE database [23] as CVE-2021-44228: Apache
Log4j2 2.0-beta9 through 2.15.0. Then, to find out what APTs
might use this vulnerability and how they would do so, one needs
to figure out which behavioral tactics, techniques, or procedures
(TTPs) may exploit it. This information is not directly available.
While the ATT&CK matrix [21] organizes techniques and procedures by tactics, there is no direct link between CVE and ATT&CK.
Instead, proceeding indirectly, a cyberhunter would have to follow
the weakness links from the CVE entry, then follow all their links
to CAPEC attack patterns [22], and finally look for any links to
the ATT&CK matrix from the attack patterns. One possible path
is CWE-20: Improper Input Validation to CAPEC-136: LDAP
Injection to T1203: Exploitation for Client Execution
and privilege escalation, T1055: Process Injection.
In general, the complicated nature of this sort of manual process
is exacerbated by two additional challenges. Links between entries
in different sources are relatively infrequent given the number of
entries in each source, and links between entries only reveal documented rather than plausible, but as yet undetected relationships.
Our goal is to examine the names and descriptions of entries
that are available and, from them, automatically infer a relational
link between two entries from different sources that is “missing”.
For inference we will train a classifier on labeled examples (no
link, link) and then use it to query other unlinked pairs. This will
allow us to ultimately provide a relational link to curators of the
two sources so they could approve and add it between the entries,
indicating it as “plausible but undetected”.
We investigate relationships between public, popular and curated
data sources that we extracted from BRON [13]. The relationships
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we have selected (with their sources) range from threats to vulnerabilities and possible defensive mitigations and engagements,
which all can play a part in the cyberhunting and analysis. These
relationships are:
• attack-pattern uses technique (CAPEC [22], ATT&CK [21]),
• weakness enables attack-pattern (CWE [24], CAPEC),
• weakness allows vulnerability (CWE, CVE [23]),
• countermeasure mitigates technique (DEF3ND [18], ATT&CK),
• engagement counters technique (ENGAGE [25], ATT&CK)
This paper addresses two questions arising from our goal.
To start with, we can create many negative examples of entries
that are not linked but we have relatively few positive examples.
A trained classifier would have to rely solely on their text. However, sometimes two entries linked by a relationship are themselves
linked to other entries in yet other sources, (by different relationships). This prompts Q1: Could information from these indirect
sources improve the classifier’s performance? That is, should we
also provide features from these indirectly linked entries?
This question is novel and provides general insights about the
nature and utility of the information within the sources. Given
the specific meaning of each relationship, our findings will be specific to each relationship and to the set of sources we use. We are
using BRON [13, 14] which is a compendium of five openly available sources used for cyberhunting. It consists of text entries from:
1) the ATT&CK matrix [21] which describes observed threat tactics,
techniques and procedures (TTPs), 2) the CAPEC list [22] which describes attack patterns, 3) the CWE dictionary [24] which describes
weaknesses, 4) the CVE dictionary [23] which describes vulnerabilities, 5) the knowledge graph D3FEND[18] which describe defensive
countermeasures 6) the ENGAGE framework [25] which describe
defensive engagements. By combining the sources, BRON provides
analysts with access, through one property graph, to multiple kinds
of relationships. This makes our analysis of methods for plausible link inference more robust and traversing the links across the
databases conveniently seamless. BRON is created with the latest
content of its source databases [2], making it as up to date as each
data source is independently.
To answer Q1, from BRON , for each relationship, we first create
a dataset with records from the two sources which have entries
that are directly linked. Each record is given a label indicating
presence or absence of the relationship. Then we create comparable
datasets, each including some other set of sources that have records
indirectly linked to the direct entries, see Figure 1 for an example
of how a query of the information sources can be represented with
direct and indirect relationship links from different types of data
sources. This allows us to train a classifier for each dataset and
compare their performances, designating the sources of dataset of
the best performing model to be the most informative. Note that the
primary focus of this contribution is on text information and LEM,
so the classifier is fixed to provide a benchmark value. Our choice
of classification method is motivated by [14] who investigated
multiple classifiers for attack pattern uses technique classification
and found that random forest classifiers had good performance.
In addition, we need to convert the entries composed of free-form
text in each record of the datasets to a feature representation for the
classifier. For this we use Language Embedding Models (LEM) to
translate the text into a numeric input representation that preserves
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Table 1: Comparison of LEMs properties.
LEM

Word Context

Word Meaning

BoW
GloVe
BERT
FBERT

No
No
Yes
Yes

No
Yes
Yes
Yes

Embedding
Dim.
Varying
Fixed
Fixed
Fixed

Training
None
Pre
Pre
Tune

its meaning and allows use by models. A LEM is trained on a corpus
of text to infer an embedding space where language meanings that
are similar have similar embeddings. For example, the ATT&CK
techniques of “Password Guessing” and “Password Brute Forcing”
would be close in embedding space, and both further from “Password Policy Discovery”. A LEM outputs a feature for the text in a
high-dimensional, continuous-valued vector representation.
Simple language models such as Bag-of-Words, embedding models such as word2vec ([12, 14, 26, 30]) and more complex ones
such as transformers, e.g. BERT, have been used successfully in
security applications [3]. BERT comes trained on a general corpus
and and can also be fine-tuned with text from its user’s problem
domain. We summarize and contrast relevant properties of these
LEMs regarding word context, meaning, embedding dimension and
training in Table 1. Because options vary in LEM sophistication,
our second question, Q2, is: Which of three different, common,
off-the-shelf LEMs: Bag-of-Words (BoW), GloVe [16, 29], BERT [7],
plus a fourth, fine-tuned version of BERT (FBERT), best supports
ML-based inference of a missing relationship?
To determine missing relationships, see Figure 2, after choosing
both a relationship we want to infer and a dataset, we use one of
the four LEMs to obtain features for each record. We then use a
portion of the dataset for training a classifier that predicts the label.
With held out test data, we can assess and compare the accuracy
of classifiers and, by implication, the LEMs to obtain an answer to
Q2. Note that after testing, we can also present the classifier with
an unlabeled record for which we are uncertain of the relationship
being present, and collect records where the classifier infers a plausible link. These collected records can then be validated with the
oversight of experts and expert-supported ones can be proposed to
curators. We explain this in another publication [15].
With necessary brevity, we next describe experiments and results (Sec. 2), summarize related work (Sec. 3), and conclude with
our contributions and future work (Sec. 4).

2

EXPERIMENTS

In this section we present the experimental setup, results and discussion, as well as limitations1 .

2.1

Setup

The three off the shelf LEMs we use are documented in Sec. A.1 of
the Appendix. For the fourth, FBERT, we finetuned BERT on BRON
text data, including CWEs, CAPECs, techniques, tactics, mitigations,
and detections, using the masked language modeling objective. A
90/10 train-validation split was chosen so that the quantity of text
available for finetuning was maximized, while also supporting a
1 Source

code is available at https://github.com/ALFA-group/AI4CyberMLHat_2022.
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Figure 1: Query example of information sources. Dark red is Direct neighbor (N), light red is Offensive (O) and blue is Mitigation (M). This example is called a NOM dataset

Figure 2: Flowchart of methodology. Two or more sources
are selected to create exemplars for a dataset. Only one LEM
is selected at a time. For each LEM a classifier is trained.

validation set to evaluate model-fit at each epoch of finetuning. Hugging Face’s DataCollatorForLanguageModeling [32] was used to
batch the training/validation data, pad the sequences to the maximum length of the batch, and randomly mask 15% of the tokens
in the sequences. The model was finetuned for 50 epochs with a
batch size of 8. After finetuning, for our experiments we used the
model with the lowest validation loss across all epochs.
Our experimental workflow for one relationship link is as follows:
Step 1. Prepare five datasets: 𝑁 , 𝑁𝑂, 𝑁𝑂𝑀, 𝑁𝑂𝐷, 𝑁𝑂𝑀𝐷. Our
minimal dataset “Neighbors”, denoted by 𝑁 , is drawn from the
two sources with directly linked entries. It is an aggregation of
positively-labeled, directly-linked entries and negatively-labeled
pairs of entries (one from each source) that have no link between
them. Table 3 provides, for each relationship, how many links it
has in the version of BRON that we worked with. It also shows the
quantity and ratio of potential undetected relationships.
We also designate sources in BRON as offensive (O), defensive
countermeasures (D) and mitigations (M) and create datasets by
following directly linked entries’ other links in these databases to
identify additional text entries that may help with inferring the
relationship (For details see Figure 3 and Table 2). These datasets
also have records with negative labels. Table 3 shows for each
relationship, how many positive examples are in BRON . Because of
computational expense, only CVEs in 2021 were considered for the
weakness allows vulnerability relationship. There were 174,835
CVE entries in total, and 14,613 entries in 2021. For inference, 1,000
links were randomly sampled to be used as positive examples.
Step 2. Translate Text Entries in Records to Classifer Inputs.
We select a dataset. For each of its text entries, we extract the text as

Figure 3: Visualization and statistics of BRON ’s entries. The
box identifies the description source and how many descriptions are present. Red is offensive information and blue is
defensive information. Data is from 2nd Dec 2021. It also visualizes the dataset for CAPEC-Technique.

one (concatenated) segment and tokenize it. Tokenization includes
word stemming, removal of common or connecting words [16].
We select one of the LEMs and use it to translate the tokenized
segments of a record into an embedding. This yields an updated
dataset replacing the text with inputs suitable for machine learning.
Step 3. Train Relationship Classifier We train a classifier (link
or no link) with the updated dataset. The dataset is divided with a
70/30 train-test split. We use a Random Forest Classifier from
Scikit-learn [27]. The classifier outputs the probability of a link.
To minimize false positives, we empirically tune the class error
weights of the cost matrices. We correct for the class imbalance in
datasets by under-sampling the negative label records (See appendix Sec. A.2). We run the trained classifier on our held out test data
and evaluate its performance in terms of accuracy and F1 score.
Step 2 is repeated with BoW and three different LEMs: GloVe,
BERT, FBERT. Steps 1-3 are repeated for our five selected relationships. This yields twenty models per relationship per dataset (of
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Table 2: Datasets of, narrow to broader, text. The direct set, N, is shown for the CAPEC-Technique relationship, see Figure 3.
Name
N
NO
NOM
NOD
NOMD

Dataset
Direct
Direct and Offensive
Direct, Offensive and Defensive
Direct, Offensive and Mitigative
All

Attack Pattern
✓
✓
✓
✓
✓

Table 3: The number of positive examples, potential links,
and the ratio of linked to unlinked entries.
Relationship
attack-pattern uses technique
weakness allows vulnerability
weakness enables attack-pattern
countermeasure mitigates technique
engagement counters technique

Positive(link)
117
12,395
1,145
345
776

Potential
308,919
13,490,017
503,359
67,575
16,954

Ratio
0.000038
0.000092
0.000230
0.000510
0.004600

Table 4: Best accuracy and F1 results for each relationship
(on test data, showing mean values of 100 trials). F1: higher
is better, range is [0, . . . , 1]

Technique
✓
✓
✓
✓
✓

Tactic

Weakness

✓
✓
✓
✓

✓
✓
✓
✓

Mitigative

✓
✓
✓

✓

Table 5: Rank of each dataset per relationship. LEM by color:
gray: BoW, pink: GloVe, lime: BERT, yellow: FBERT.
Relationship
attack-pattern uses technique
weakness enables attack-pattern
engagement counters technique
weakness allows vulnerability
countermeasure mitigates technique
Sum of Rank (column)

N
3
5
5
1
5
19

Best LEM
GloVe
GloVe
GloVe
FBERT
BERT

Acc.
0.917
0.908
0.846
0.836
0.758

F1
0.919
0.907
0.847
0.836
0.753

Dataset
NOD
N
NOMD
NOM
NO

attack-pattern uses technique

weakness enables attack-pattern

which there are four) before multiple trials. We perform 100 trials
of the training and testing for statistical robustness.

engagement counters technique

2.2

weakness allows vulnerability
weakness allows vulnerability

Results & Discussion

Q1: Do features from indirectly linked entries help inference of a
plausible relationship? For a relationship, which datasets (corresponding to sources) are the more informative?
As anticipated, the sources supporting the classifiers of the highest accuracy and F1 score varies depending on the relationship,
see Table 4. In fact, each relationship’s best performing classifier
was trained with a different dataset (in terms of sources). Text
entries that the relationship directly links (dataset (D)) are sufficient for weakness allows vulnerability, while all datasets (NOMD)
are required by the best performing classifier in the case of engagement counters technique inference. Sources with additional
Offensive information (NO) yielded the best performing classifier
by attack-pattern uses technique while sources with offensive and
defensive (NOD) information yielded the best by countermeasure
mitigates technique . Sources with offensive and mitigative (NOM)
information are required for the best performing classifier in weakness enables attack-pattern.
Table 5 shows how each dataset, for each relationship, ranked
among the 5 RandomForestClassifiers, based on the best accuracy, with mean accuracy used as a tie-breaker, as well as the LEM
that was used. The last row sums the ranks over the relationships.
We also see that each dataset is best at one relationship. However,
direct neighbor (N) and direct neighbor and offensive (NO) are
ranked quite low on the other relations. Direct Neighbor, offensive
and mitigative information (NOM) is always ranked in the top 3

NO
1
4
4
5
4
18

Dataset
NOM
2
1
3
3
2
11

NOD
4
3
1
2
3
13

NOMD
5
2
2
4
1
14

Table 6: For each relationship the sources used by the best
performing classifier (Accuracy) for each LEM.
Relationship

Relationship
countermeasure mitigates technique
weakness allows vulnerability
engagement counters technique
weakness enables attack-pattern
attack-pattern uses technique

Detections

countermeasure mitigates technique

LEM
GloVe
BoW
BERT
FBERT
GloVe
BoW
BERT
FBERT
GloVe
BoW
BERT
FBERT
GloVE
GloVe
BoW
BERT
FBERT
GloVe
BoW
BERT
FBERT

Dataset
NOM
NOMD
NO
NO
NOM
N
NOM
NOM
NOMD
NO
NOMD
NOMD
N
N
NOMD
NOM
NOM
NOD
NOM
NOM
NO

of 5. This could be interpreted as neither too much nor too little
information is ideal, and that offensive and mitigation information
are part of the (medium-sized) ideal set of information.
Table 6 shows the best LEM for each relationship and the dataset
used. Only 10% of LEMs have the best accuracy without offensive
information, 60% use mitigation and 30% use detection. For more
detail see Figure 4 in the Appendix.
Q2. LEM comparison. For each relationship, Table 4 shows the
LEM which results in best-models of the highest accuracy and F1
score. This reveals which LEM is featured most across the relationships. It is GloVe which features in three of the five relationships.
To investigate further we checked the statistical significance, with
a Wilcoxon signed-rank test with 𝛼 0.05 and Bonferroni correction,
these tests show: (1) countermeasure mitigates technique : GloVe
is significantly better than the other LEMs. (2) weakness allows
vulnerability: GloVe is significantly better than the other LEMs.
(3) attack-pattern uses technique: The pre-trained BERT model is
significantly better than the other LEMs. (4) weakness enables
attack-pattern: Finetuned BERT is not significantly different from
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GloVe. (5) engagement counters technique: GloVe not significantly
different from FBERT or BERT.
GloVe and BERT performed the best overall on relationship inference, with GloVe performing best on countermeasure mitigates
technique and weakness allows vulnerability, BERT performing the
best in attack-pattern uses technique, and BERT and GloVe performing similarly in weakness enables attack-pattern and engagement
counters technique. BoW was never the best LEM.
Attack-pattern uses technique link inference had both the lowest
accuracies and the largest variance in accuracies compared to other
relationships. This may have been due to the relatively small number of examples compared to the other prediction experiments, and
the relatively small compared to unlinked entries. This highlights
the importance of the amount of data available.
We see that the transformer based models, BERT and FBERT
always performed best with at least direct neighbor and offensive
information (NO). For engagement counters technique, the LEM
often performed well with all the possible information; direct neighbor, offensive, mitigative, and defensive (NOMD). Direct neighbor
information (N) only has high accuracy for weakness allows vulnerability, which warrants further investigation.
Finetuning BERT, i.e., FBERT, improved performance only in
countermeasure mitigates technique and weakness enables attackpattern inferences. In fact, FBERT performed worse than pre-trained
BERT in attack-pattern uses technique prediction. This may have
been due to the fact that a very limited number of examples were
available for attack-pattern uses technique prediction compared
to the other relationship predictions. Perhaps FBERT improved
performance inweakness enables attack-pattern inference because
of the relatively higher number of training examples compared to
the other predictions (2, 290 examples).

2.3

Discussion

The unique characteristics of each LEM: for example, BERT and
FBERT are contextual embeddings with FBERT receiving fine-turning,
whereas GloVe is a static embedding lead to mixed conclusions. This
is consistent with existing cybersecurity literature where each type
of LEM has been used. For example, in comparative evaluation of
NLP-based approaches for linking CAPEC attack patterns from
CVE vulnerability information, TF-IDF is the most suitable overall
CAPEC-CVE [19]. However, for CVE to ATT&CK tactic fine-tuning
RoBERTa has the best performance [3].
In text based classification a key component for the performance
of the LEM is of course the data. We know that the data sources
have different number of tokens, with CVEs the highest average
(59.2) and tactics (2.1) the lowest. In addition, some data sources
where created with an explicit intention of linking to other data
sources, e.g. D3FEND and ATT&CK.
Moreover, CVE to CWE matching is enabled by keyword search
according to web-site [24]. This could suggest why BoW works
quite well, i.e efforts to keyword match the entries may introduce
a (helpful) bias.
Limitations. Our method is general in the respect that different
LEMs and classifiers can be substituted but there are several limitations in our existing implementation that may have had an impact
on our results. One is that the datasets were relatively small in
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size. Negative examples had to be under-sampled, so there may
have been bias in the particular set of examples. To mitigate this
limitation it is possible to use more related data by manual labeling,
one-class learning or active learning. Additionally, in CWE-CVE
edge inference, for the consideration of time, only CVEs in 2021
were used. For this relationship it is possible to increase the data
used. In addition, more linked data exists in references in the original data sources aggregated by BRON , e.g to security blogs.

3

RELATED WORK

This work is most similar to [11] that infers joint entity and relations for cybersecurity concepts by training an Neural Network
on BERT embeddings. In contrast, we investigate multiple relationships, sources of information from which to infer them, and different LEM options. Other similarly predictive approaches use data
sources different from BRON and different models [4, 6, 20, 31, 33].
More generally, there are predictive approaches using machine
learning (ML) in cybersecurity [1, 5, 8–10, 17].
Our end goal is similar to those of [3, 14, 26] who aim to assist
cyberhunters and threat intelligence analysts by providing behavioral information. In contrast, we investigate multiple relationships
and draw our text from BRON . We also are first, to our knowledge,
to so extensively, gauge what specific sources are key to inferring
any relationship (Q1). E.g, when inferring an enables link between
a weakness and an attack pattern (CWE-CAPEC), we first include a
set of weakness and attack pattern texts, then another experiment
includes the previous set plus any techniques and tactics linked.

4

CONCLUSIONS AND FUTURE WORK

We have investigated how LEM and text information can be used to
predict relation links in cyber threat, vulnerability and mitigation
data. Our contributions are:
• An evaluation of BoW and three different LEMs for machine
translating text-based threat, vulnerability, and mitigation information: GloVe, BERT and FBERT (a finetuned BERT). We find modest,
statistically insignificant, differences. This is likely partly due to the
sparsity of linked examples in the large volume of entries in BRON .
Another reason could be that the linguistic complexity and specific
vocabulary of the entries are indistinguishable to the LEMs.
• Our results indicate a sweet spot between entries that only
directly frame the relationship, and entries linked too afar from the
relationship. This arguably dodges insufficiency on one hand and
irrelevance on the other.
Future work should consider how to improve LEM performance,
e.g., additional security text sources, such as reports, could be tapped
for finetuning. Examining what features contributed to misclassification would yield additional insights. In addition, there are newer
and improved LEM transformer models, e.g. RoBERTa and FastText,
that might be able to improve the performance. Finally, a process
for manually vetting the trustworthiness of the links the classifier
predicts is required.
Acknowledgments. This material is based upon work supported
by the DARPA Advanced Research Project Agency (DARPA) and
Space and Naval Warfare Systems Center, Pacific (SSC Pacific) under
Contract No. N66001-18-C-4036
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A APPENDIX
A.1 Experimental configurations
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train-test split. 100 trials were performed for each (embedding, data
subset) pair, with seeds in [0, . . . , 99] used in the random_state
parameters of the classifier and the data split.
Data. Figure 3 show a statistics of BRON ’s entries from 2nd
To emphasize the minimization of false positives, we empirically
Dec 2021. Only CVEs in 2021 were considered for the weakness
tuned the class error weights of the cost matrices. Using a class
vulnerability relationship. There were 174,835 CVE entries in total,
weight of 5 on negative examples (and 1 on positive examples) with
and 14,613 entries in 2021.
BoW reduced the false positive rate, while also increasing accuracy.
In fact, when inferring edges, using the class weight reduced the
LEM. The four LEMs we use are:
proportion of results with probability above 0.5 from 29% to 19%.
Bag-of-Words (BoW): A piece of text is represented as a vector
However, when we increased the class weight of negative examcontaining the count of each token in it along with zero counts for
ples and used the RandomForestClassifier on input embeddings
tokens within a background corpus that do not appear in the piece
from GloVe or BERT, the false positive rate increased. Ultimately,
of text. The CountVectorizer module was applied to generate the
we used, for edge inference, with a class weight of 5 on negative
vectors of word counts [28]. This simple baseline ignores meaning
examples when BOW embeddings were inputs, and a default class
and how tokens appear in context.
weight of 1 when GloVe and BERT embeddings were used to train
GloVe [16]: Token embeddings are created with the GloVe model [29].
RandomForestClassifier.
This so-called word2vec model represents each token, i.e., creates a
text embedding, as a numerical vector within an embedding space.
A.3 Result Analysis
To generate the embedding for a piece of text from GloVe, spaCy
CWE-CAPEC (Figure 4e). GloVe(labeled spaCy) has highest meaverages the text embeddings generated by GloVe. A GloVe model
dian for D3FEND-Technique, CWE-CVE (Figure 4d) and Engageis pre-trained to learn the embedding space by being statistically
Technique
(Figure 4c). Note that Engage-Technique and CWE-CVE
focused upon token co-occurrences in overlapping areas of text.
median
values
for the top LEMs are quite close.
We generate embeddings using the en_core_web_lg pipeline in
the spaCy library [16].
LEM Embedding analysis. Embeddings of the text associated with
BERT [7]: BERT (Bidirectional Encoder Representations from
the relationship candidates were reduced to 2 dimensions using
Transformers ) is our most sophisticated LEM. It has been preprincipal component analysis (PCA) so that they can be visualized.
trained by Google to consider the context of tokens within a piece
Overall, it seems that there are several pairs of tokens that are
of text. Pre-training uses (1) “masked language modeling”, in which
similar by observation as well as by their embeddings.
a proportion of tokens are masked and BERT is trained to preFigure 5 shows PCA plots of the text embeddings in the CAPECdict them based on the remaining tokens, and (2) “next sentence
Technique relationship candidates using GloVe and pre-trained
prediction", in which BERT is trained to predict whether a given
BERT. In both embeddings, it seems that similar texts are relatively
sentence follows another sentence. We obtain GloVe and a tokenizer
close to each other, such as “Password Guessing” and “Password
from the Hugging Face Transformers library [32]. We use both the
Brute Forcing” in GloVe and “Services Footprinting” and “Account
BertModel, so that the pooler output and [CLS] final hidden state
Footprinting” in BERT. Also, there are some fairly similar CAPEC
could be accessed, and Hugging Face’s BertForMaskedLM, so that
and Technique embeddings that are also relationship candidates,
the BERT model could also be finetuned on the masked language
such as “Create files with the same name as files protected with a
modeling objective.
higher classification” and “Deobfuscate/Decode Files or InformaFinetuned BERT (FBERT) [7]: Finetuning BERT on text astion”, and “Kerberoasting” and “NTDS”.
sociated with our problem is potentially an effective method of producing domain-specific embeddings. We finetuned BERT on BRON
text data, including CWEs, CAPECs, techniques, tactics, mitigations,
and detections from the text fields in Table 7, using the masked language modeling objective. A 90/10 train-validation split was applied
to the text samples used to finetune. This split was chosen so that the
quantity of text available for finetuning was maximized, while also
supporting a validation set to evaluate model-fit at each epoch of
finetuning. Hugging Face’s DataCollatorForLanguageModeling
[32] was used to batch the training/validation data, pad the sequences to the maximum length of the batch, and randomly mask
15% of the tokens in the sequences. The model was finetuned for
50 epochs with a batch size of 8. After finetuning, we selected the
model with the lowest validation loss across all epochs to use in
our experiments.

A.2

Classifier configuration

To account for bias in the model algorithm and the data, trials
using different seeds were performed for both the classifier and the
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Table 7: Examples of text in BRON entry types from the fields used in our experiments.
Type
Tactic (𝜏 )
Technique (𝑇 )
CAPEC (𝐴)
CWE (𝑊 )
CVE (𝑉 )

Example
collection
Data Obfuscation
Accessing Functionality Not Properly Constrained by ACLs
Sensitive Cookie Without ‘HttpOnly’ Flag
ip_input.c in BSD-derived TCP/IP implementations allows remote attackers to cause a denial of service (crash or
hang) via crafted packets.

Engage Activity (𝐸𝐴 )
D3FEND (𝑀𝐷 )
Technique mitigation (𝑀𝑇 )
CAPEC mitigation (𝑀𝐴 )

API Monitoring
Active Certificate Analysis
Application Developer Guidance
Implement intelligent password throttling mechanisms such as those which take IP address into account, in addition
to the login name.
The application configuration should ensure that SSL or an encryption mechanism of equivalent strength and vetted
reputation is used for all access-controlled pages.
Data Obfuscation
The only indicators of successful Blind SQL Injection are the application or database logs that show similar
queries with slightly differing logical conditions that increase in complexity over time. However, this requires
extensive logging as well as knowledge of the queries that can be used to perform such injection and return
meaningful information from the database.
This specific weakness is impossible to detect using black box methods. While an analyst could examine memory to
see that it has not been scrubbed, an analysis of the executable would not be successful. This is because the
compiler has already removed the relevant code. Only the source code shows whether the programmer intended to
clear the memory or not, so this weakness is indistinguishable from others.

CWE mitigation (𝑀𝑊 )
Technique detection (𝐷𝑇 )
CAPEC detection (𝐷𝐴 )

CWE detection (𝐷𝑊 )
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(a) CAPEC-Technique

(b) D3FEND-Technique

(c) Engage-Technique

(d) CWE-CVE

(e) CWE-CAPEC

Figure 4: Performance comparison of each LEM for each relationship. Results are for 100 repetitions with the best dataset, see
Table 6. Note that the x-axis scales are different for readability of differences between methods for each relationship. Note
spaCy refers to GloVe
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(b) Pretrained BERT.
(a) GloVe.

Figure 5: PCA plots of text embeddings of the CAPECs and Techniques in the CAPEC-Technique edge candidates.

